Abstract-Security is very important in present day life. In this computer-networked world, most of the activities are computer based, and the data transactions are protected by passwords. These passwords identify various entities such as bank accounts, mobile phones, etc. People might reuse the same password, or passwords might be related to an individual that can lead to dictionary attacks. Indeed, remembering several passwords become a tedious task. Biometrics is a science that measures individual physical characteristics in a unique way. Thus, biometrics serves as a method to replace the cumbersome use of complex passwords. Our research uses the features of biometrics to efficiently implement a biometric encryption system with high level of security.
I. BIOMETRIC ENCRYPTION
By using the biometric encryption method, one can personalize the biometric to encode a PIN, a password, or an alphanumeric string, for a multitude of applications such as bank ATMs, building access, and computer access. Basically, no PIN numbers are to be remembered in this case. A typical block diagram of biometric encryption process is shown in Figure 1 . The fingerprint images from relevant individuals are scanned by the sensor and these images are bound with a random encryption key, and the resultant images are stored in a template database. Both the original image and the key are destroyed for security. When a particular individual is required access, that individual's fingerprint is scanned by the sensor and the image is applied to a key retrieval process, by matching the images from the template database. Only if there is a close match with one of the image from the template database, the user is given access.
A. Biometric Identification vs. Verification
To find an individual's biometric record from a large set of biometric records is called identification. The process, wherein a biometric sample is compared with the samples stored in a database is called verification or authentication.
In some cases, such as passport applications, both identification and verification are required. Firstly, a one-to-many search (for e.g., a person's background verification) is performed to make sure that a person has not been listed in certain databases such as criminal/terrorist list. Once the person clears all the preliminary requirements, the person's identity is stored in a one-to-one system [1] . Figure 1 . Biometric Encryption Process [1] There are several biometric identification technologies available to identify the individual physical characteristics of humans. Some of the major biometric technologies are fingerprint, retina and iris scan and signature matching. Fingerprints are the most commonly accepted biometric identification technique [2] .
One efficient method used for fingerprint verification is called Automated Fingerprint Identification system (AFIS) [1] . In this method, a biometric system is used for digital imaging methodology to capture, analyze, and store the fingerprint data. This data will be helpful for finding a fake fingerprint, and for matching the captured image in the database.
In this research, we propose a fingerprint verification system that operates in two stages: minutia extraction and minutia matching [3] [4]. For improved computational performance, the scanned fingerprint image can be encrypted by a Field Programmable Gate Array (FPGA) based hardware system. The original fingerprint image is normalized to minimize the variations in grey level values along the ridges and valleys. Then the orientation of the ridges are estimated, and the recoverable pixels within the image are identified and retained for being encrypted by the FPGA. Gabor bandpass filtering can 978-1-5090-1072-1/16/$31.00 ©2016 IEEE be performed to remove noise and also to preserve the proper ridge/valley structures.
II. FINGERPRINT BASED IDENTIFICATION
Every human has a fingerprint. Basically, they are small friction ridges on the ends of our fingers and thumbs. The purpose of having a fingerprint is holding objects, and resisting the forces that cause us to drop things. Fingerprints are completely established by the time a child is seven months in utero.
Without severe accidents, they continue to exist throughout our entire lives.
Figure 2. Fingerprint scanner system
As shown in Figure 2 , a fingerprint scanner system performs two basic operations. It takes the image of a person's finger and checks whether the pattern of ridges and valleys in the image matches the pattern of ridges and valleys in the pre-scanned (previously scanned) images. Furthermore, the system transforms the fingerprint image to a binary code.
A small scratch, scrape, or even burn will not affect the structure of ridges of the fingerprint. The newly developed skin will form in the original place within a short period. Although, it causes some minor problems in that area, it will not affect the fingerprint itself, because ridges are connected to the inner skin by small projection called papillae.
There are numerous ridges in our fingers. They split, come to an end, and form islands. These details are called minutiae [3] . The minutia, which is created when ridges and valleys bifurcate or terminate, is an important feature for matching algorithms.
Fingerprint recognition is the most commonly available technology in the biometrics [2] . Even if there exist numerous applications in a system, fingerprints exist throughout biometrics because of their uniqueness, resolution and ease of authentication achievement. In contrast, fingerprints also have some disadvantages in biometric authentication, especially when poor quality images of fingerprints are used.
III. PROPSED METHOD

Figure 3. Block diagram of synthesizing fingerprint model [4]
In this study, we use minutiae extraction method for the fingerprint identification. As shown in Figure 3 , there are four steps required in this method [4] , which are explained below.
A. Pre-processing fingerprint image:
We have to determine the area of fingerprint, ridgelines, and extract minutiae for each image. In this fingerprint system, each image has to be identified by its own thin ridges, whose width is 1 pixel. Each of these pixels will be assigned a value '1' if the pixel belongs to ridges, and assigned a value '0', if it belongs to valleys [4] .
As shown in Figure 4 (b), the fingerprint image from the database is transformed by thinning its ridges. Furthermore, information such as the x and y co-ordinates of these minutiae, the type (termination or bifurcation), and the angle between the ridge line and the x-axis are calculated in the pre-processing step. By using parallel processing features of the FPGA, multiple minutiae can be processed simultaneously to improve the computational speed of the algorithm.
After thinning the ridges, the termination and bifurcation minutiae are determined as shown in Figure 4 In this step, we plan to use a genetic algorithm [4] that helps to determine more accurate values for the minutiae parameters mentioned above.
C. Synthesizing fingerprint:
In this step, we plan to use the new parameter values determined in step B, to add ridgelines and minutiae from the original fingerprint to the fingerprint which has the largest area [4] .
D. Post-processing:
This step corrects the inaccuracies such as wrong type of minutiae type, caused while performing the synthesis step. All minutiae are verified for their correctness, and the wrong ones are removed.
IV. CONCLUSION
In this paper, we propose a fingerprint-matching approach, which is based on standardized fingerprint model to synthesize fingerprint from original templates. We choose the fingerprint image which has the largest area as the mean image and use genetic algorithms to synthesize fingerprints. By utilizing the parallel processing capabilities of FPGA, the overall computational speed of the algorithm can be improved. The proposed method can be used as an efficient biometric security system for applications such as online banking, border security control, forensics etc.
